SECTION 4

COMPUTER NETWORKS

What is a Network?

Home

Theory Hotes 4. Computer Hetworks Matls a Network?

A network is two or more computers, or other electronic devices,
connected together so that they can exchange data.

For example a network allows computers to share files, users to
message each other, a whole room of computers to share a single
printer, etc.

Metwoark connections between caomputers are typically created using
cables (wires). However, connections can be created using radio

signals (wireless / wi-fi), telephone lines (and modems) or even, for
very long distances, via satellite links.

Horme Theory Motes 4. Computer MNetworks Wby Use Metwor ks™

IJdzing a computer connected to a nebwork allows us to. ..

& Easily share files and data

e Share resources such as printers and Internet connections

& Communicate with other network users (e-mail, instant messaging,
video-conferencing, etc.)

e Store data centrally (using a file server) for ease of access and
back-up

« Keep all of our settings centrally so we can use any warkstation

In particular, if we use a computer connected to The Internet, we can...

« Make use of on-line services such as shopping (e-commerce) or
banking

e Getaccessto ahuge range of information for research

e Access different forms of entertainment (games, video, etc )

e Join on-line communities (e.g. MySpace, Facebhook, etc.)
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A computer that is not connected
to g pebwork is Known as &
standalone computer.
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Why Not Use Networks?

Hiorine Theory Motes 4. Cormputer Metworks Wby Mot Use Metworks?
Using a camputer connected to a network means that. .

¢ The computer is vulnerable to hackers
¢ [f the network breaks, many tasks hecome very difficult
& YVour computer can more easily be attacked by a virus

In particular, if we use a computer connected to The Internet...

o We have to be careful about revealing personal information

contain malware

always accurate or reliable

Computers in a Network

« YWe have to be careful to avoid suspect websites that might

¢ We have to be aware that infermation found on The Internet is not

Homs Theory Hotes 4 Zomputer Hetworks Computers Ina Hetworl

Computers connected together to create a network fall into twao
categories: servers and clients (workstations).

Clients

Client computers, or workstations, are the normal computers that
people sit at to get their work daone.

servers

Servers are special, powerful computers that provide 'services' to the
client computers an the netwark.

These services might include:

# Providing a central, comman file storage area

¢ Sharing hardware such as printers

# Contralling who can or can't have access the network
= Sharing Internet connections

Servers are built to be very reliable. This means that they are much
mare expensive that narmal computers.

In a small netwark one server might provide all of these services. Ina
larger netwark there might be many servers sharing the wark.
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Wehen you use wour Web hrowser,

you are in fact using & VWeb client.
When you hype in the URL of 2 web
page, kol are actually prowiding the
address of g Web server.

e.g. www.bbe.co.nk /s the
gddress of the BB s weh senver,

Your W'eb browser'client ashis this
senver for the web page you want,
and the sender serves the page
back to the browser'clhient for you
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Types of Network

Hom s Theory Hotss 4, Zom puter Hetworks Tipes of Hetwork

Local Area Network (LAN)

A Local Area Metwoark is a network confined to
one building or site.

Often a LARN is a private network belonging to
an organisation or business.

Server

Because LANs are geographically small, they
usually wuse cables or low-power radio
[wireless) for the connections.

Wireless Local Area Network (WL AN)

A owireless LAN WLAMN) 15 a LAN that uses

radio signals [(WiFi) to connect computers
instead of cahles.

At the centre of the WLAN iz & wireless >

switch or router - a small box with ane or two

antennas sticking out the back - used for

Sarvor

sending and receiving data to the ‘*———X\\_&

computers.  (Most laptops hawve a wireless

antenna built into the case.) Wirelass

Hub 7 Switch
It is much more conwvenient to use wireless Printar
connections instead of running long wires all

over a building.

Howewer, YWLAMNs are more difficult to make secure sinc.:e. ather Typically, the range of a wireless
people can also try to connect to the wireless network. So, it is very connection /s about 50m, but it
important to have a good, hard-to-guess password for the WLAN depends how many walls, etc. are
connections. N the wal

Wide Area Network (WAN)

AO00Wide Area Netwaork is a netwaork that extends over a large area.

AOWAN s often created by joining several LANs together, such as
when a business that has offices in different countries links the office
LAMs together.

Because WANs are often geographically spread over large areas and
links between computers are over long distances, they often use
guite exotic connections technologies: optical fibre (glass) cables,
satellite radio links, microwave radio links, etc.

Q@":—?::"-_/
I

T

The Intermet is an exarmple of &
| global WAN in fact it is the
| world's largest WAN.

Covmputers ol the Internationa!
| Space Station are linked to the
Internet, 50 the vou cowld salr the
| the faternst is now the first off-
| planet WA N

.
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LAN Topologies

Hom s Thsory Hotas 4 Com putsr Hetworks LAH Topologiss

The word topology means ‘arrangement’, so when we talk about the
topology of a network, we mean how the different parts are arranged
and connected together.

There are three common netwaork topalogies. ..

Bus Network

In this type of network, a long. central cable, the 'bus' is used to
connect all of the computers together. Each computer has a short
cable linking it to the 'bus’

# s netwark L] J J 0J

. ; =] ey
= |5 cheap to install (just one loang cahble) R — —— .
Can be quite slow since all computers |
share the same cable when - - .

communicating
« Wil stop working if there is a break in the

central bus cable. gt |
——- |

Ring Network

In this type of network each computer is connected ta a loop of
cable, the 'ring'. (If you took a bus network and connected the
ends of the bus cable together, you would have a ring network.)

Aoring netwark. ..

e« Can cope with a break in the ring cable since all
computers are still joined together (it is now a bus network)

Star Network

In this type of network ewvery computer is connected to a
central dewice. The device passes messages between
computers.

At the centre of a star network you might use a hub (cheap, but
slower) or a switch (more expensive, but faster).

A ostar network.

= |5 quite expensive to install (you have to buy lots of
cable and the central dewvice)

= |z wery fast since each computer has its own cable which
it doesn't need to share

= Can cope with a broken cable (only one computer will
be affected)

= YWill stop working if the central dewvice breaks

e |5 the most common network topology

Hybrid Network

Ao hybrid network is simply one that combines two or more of [

—

the above basic topologies. L] o

E.gq. A network that has sewveral star networks linked - {
together is a hybrid netwaork B 1 _
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Networking Hardware

Hom# Tigary Hote e 4. Computer Hetyork s Hetworking Hardwars

Hub

& hub iz a device that connects a number of computers together to
make a LAH.

The typical use of a hub iz at the cemtre of a star network (or as
part of a hybrid network) - the hub has cables plugged into it from
each computer.

SN

| Hubs gre pretly much obsolete
| how, having been superseded by
| chegp switches.

Hub / Switch

A hub iz a 'dumb' device: if it receives a message, it sends it to
every computer on the network. This means that hub-based
networks are not wvery secure - everyone can listen in to
communications.

Switch

& zwitch, like a hub, iz a device that connects a number of
computers together to make a2 LAH.

The typical use of a switch iz at the cemtre of a star network (or
az part of a hybrid network) - the switch has cables plugged into it
from each computer.

A zwitch iz a more 'imelligent’ device than a hub: if it receives a
meszage, t checks who it iz addressed to, and only sends it to that
specific computer. Becausze of thiz, netwoaorks that use switches
are more secure than those that use hubs, but alzo a litle more
expensive.
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Router

A router iz a netwark device that connects together two or more
networks.

A common use of a router iz to jein a home or husiness network
[(LAH] ta the Internet QAN

The router will typically have the Internet cable plugged inta it, as well
az a cable, or cables to computers on the LAN.

I_' - ) @
_--""FFFFF II

T Indprrd

Alternatively, the LAM connection might be wireless 0WIFD, making
the device a wireless router.

Proxy Server

A proxy server iz oa computer setup ;
to share a resource, uzualy an LAN .
Internet connection. :

Cther computers can request a web
page via the proxy server. The proxy

zerver will then get the page using —

tz Internet connection, and pass t o

back to the computer who asked for

: MO

Proxy =erverz are often used
instead of router since additional
software can be easily installed on
the computer =such as  anti-virus,
weeb fittering etc.
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Rowters are the devices that foin
together the variols different
hetworks that together make o the
nternot,

These rodters are much mare
complex than the ope vou might
have I your home

iE ISP
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Bridge

A bridge iz a network device that links together two different
networks.

Whereas a router can link many different netwarks together, a bridge
typically just joins twa.

Firewall

A firewall iz a device, or a piece of software that iz placed
between wvour computer and the rest of the netwark (where the
hackerz arel

If wou wizh to protect vour wwhole LARN from hackers out on the
Irternet, wou wwould place a firewwall between the LAH and the
Internet connection.

& firewvall blocks unauthorised connections being made to your
computer or LARN. Mormal data is allowed through the firewall (e.g. e- | M ddition to physical devices,
mails or web pages) but all other data is blocked. firewalis can aiso be software.

In fact most computer operating
systems have 8 software firewall
Bt in fe.g. Windows, Lingx apd
Mac 0Z)
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Modem

Before the davs of broadband Internet connections, most computers
connected to  the Irternet via telephone lines (dial-up
connections).

The problem with uzing telephone lines iz that they are designed to
carry voices, which are analogue signalzs. They are not designed

for {liﬂitﬂl o

Analogue
signal (voices)

The zolution was to use & special device to join the digital computer to
the analogue telephone line. This device is knovwn a5 a modem.

A modem contains & DAC and an ADC .

The DAC in the modem is reguired o that the digital computer can
zend data down the analogue telephone line (it converts digital data
into neises which iz exactly what the telephaone line iz designed to
CAFTY.

The ADC in the modem iz reqguired zo that the analogue signals
(noizes) that arrive via the telephone line can be converted back into
digital data.

e

TR

Modem !—

D 0101101

Digital
data

Analogue signal
(sound & voices)

=0, zimply put, & modem iz required becauze computers are
digital devicez and the telephone system is analogue. The
modem converts from digital to analogue and from analogue to
digital.
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The reasoh telephone lines were
nsed s that almost every Huiiding
in the world Is giveady Jalned to
gvely other vig the telephohe
syaterm.

Using the telephone systerm for
conkecting computers meant that
people didn't have to Install hew
wires to thelr houses and offices
Just for computer Yae.

in the last few vears however, this
iz exactiy what peapie have done.
apecial cables have beeh
inatalled just for internet access.

These special cables are
desighed to carvy digital data, so
ho mmodem 15 required,

The word macern s an
abbreviation of MQdulatoy
DEMacuiator

A moduiator acts a5 8 DAC, and 2
demaoduigtor acts as an ADC.

Digital
data

IFyon have ever Dsed g diabup
conhectioh, vou have probabiy
heard the noises sent by the
modem down the telephane jine.

They solnd like 8 horrlble
soreeching beeping sound.
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The Internet

Hom s Theory Hotas 4. Zom puter Networks The ntemst

The Internet is a world-wide network that has grown and evolved
from an experimental network (ARPAMet) created by the LIS military
back in the 19605, Cwer the years, as moare and mare computers and
networks hawe connected to this netwark, it has grown into the
Internet that we know today.

THE AAFA NeTwemn

DES ITEd

¥ aeaes

The small, hand-drawn map above
show the plan for the first
conhections between four

The Internet connects millions of peaple, and thousands of
businesses, governments, schools,  uniwersities  and  other

organisations. computers on the ARFANeE Tt was
drawn by one of the enginesrs who
What Can We Use the Internet For? cteated the network hack in 7964

Fram these tiny beginnings, the

The Internet provides the network connections that links computers | ey pa s qrown to @ size that

together. There are many ways that we can use these connections: wowld be hard to belisve forty years
= Yiew web pages on the WY World-Wide Wehb) e
» Sending and receiing e-mail messages Statistics published st the start of
¢ Sharing files 2008 show that 1.3 billion peopla
e Communicating using wveice (WOIP) and video (video- | now have access to the Internet
conferencing) [20% of word population).

» Playing multi-player games
Listening to streamed music or watching streamed video

nteanets

Home Theory Notes 4. Computer Networks Intranets

An intranet is the name given to a private network that provides similar e

services to The Internet: e-mail, messaging, web pages, etc. / : ' T

However, these services are only for the users of the intranet — they / o — \

are private, not public (unlike Internet services which are generally = = /

public). | h—\{; — |

Businesses and other organisations often have intranets for use by ‘ ___ | Q[_r‘__ ’

their employees. \/ == C—
o

Typical uses of an intranet would be: N ~ S P 4
——

+ \/iewing internal web pages (e.g. company calendars, etc.)
+ Internal e-mail and instant-messaging between workers
+ Sharing of internal documents
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Network & Data Security

A= s00n a@s wour computer is connected to 3 network, ywou have to
start thinking about security — security of wour files, information,
et

Aonetwork allows a person who does to have physical access to
your computer (they are not sitting in front of it) to gain access
all the zame. If your computer is connected to 3 network, other
people can connect to wour computer.

A person who gains unauthonzed access to @ computer sy stem is
often called a hacker.

Preventing Unauthorised Access

There are 3 number of zecurty measures that wou can take to
prevent hackers accesszing wour computer and all of the data
stored on it:

Physical Security

The first thing to make sure of is that no unauthorised people can
phosically access (sit down in front of) any of the computers on
wour netwark

Far example, by keeping office doors locked.

Usa 3 Usermame and Hawe a Good Fassword

The most common way to protect your computer's data is to setup
user accounts with usermares and passwords. Anywone not
having 3 uszemame, or not knowing the comect password will be
denied access.

For this to be effective passwords must be chosen that are not
easy to guess. Passwords should be 3 @Andom combination of
lowerzasze letters, uppercase letters and numbers (and symbals if
this iz allowed):

= "Wilegh' passwords: password, 1234596, dawid, 2Fdec{ Q02
= ‘Strong’ passwords: se3gMEY, GEbe wEd'Q), gor? Qa8 TR0

Some computer systems replace the typing of usemames and
passwords with other forms of user identification such as |0
cards, fingerprint readers, voice-print recognition, ete.
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Stmmp passwoms are offen ham
fo meamesber. BEe s a3 good
wetfhod for crealimg a passwom
that is very shmong, but also easy
o eseser

Thirmk o @ phrase Heat vou will
me ver forged...

Wy favowre food i5 chocolate
e Credn

Takie the First lefer of eack
WO,

A i

Chamye some lelters o Sinnlar
muners fio 4, o b0 0, 5o 5,
efc. amd make some ellers B,
the first and last) uppemase. ..

MR ot C

A amdas-noking miaoe of bilers
amd miers. A5 fomg a5 oo e
chocolale ice crean woor il me ver |
forget vour passuom)
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Always Install and Use a Firewall

A firewall is & device, or a piece of software that iz placed between
wour computer F LAk and the rest of the netwwork 5 wwan Cwvwhere the
hackers arel)

~ou can read about firewwalls in the Hetworking Hardware section.

Securing Your Data

Often we have data that is private or confidential. This data needs
o be protected from being wiewwed by unawuthorised people. This is
ezpecially true it the data is to be =zent via a public network =uch
as The Iiternet.

The best way to protect data is to encerypt it .

Data Encryption

Encryption is the process of conwverting information into a
form that Iis meaningless to anyone except holders of a

ey,

For example, if Alice wants to send important, personal messages to
Bob, =he must go through the following steps. ..

First Alice needs to generate a
secret 'key'.

The key iz usually a wery long,
random number .

Alice must then give a copy of this
key to Bob. She must make sure
that nobody elze can get to the key

(S0 maybe Alice will visit Bob and

dive him a copy of the key on a
memory stick or floppy disc).

Mo that Bob has a copy of the key,

; 4 . Ta Bob
ezach time Alice needs to =end |“|IE‘I‘| a T i
message she starts by encrypting MESERER \
it u=sing special encryption Fram Alice
software and the secret key. ;
The encrypted message now looks /"
like a jumble of randomn letters
and numbers.
Alice then sends the encrvpted
message tao Bob. )
| KRreovybiing

She can use a public network like recebeSENesn

: S | FFBrvB rvoesi
the Internet, =since, even if it gets b

stolen, the encrypted message
cannot be read or understood
wiithiowut the key.

vwhen Bob receives the message,

he uses =special decryption ”*’:;’;ﬁ;ﬁ

. (2t = 4
software and hiz copy of the e
secret key to  decrypt the UG

message.

Bok can noww read the original
message from Alice.
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Encryption has been Dsed for
centuries to protect secrets.

Militahy fegders as far back 85
rarnan times hgve psed ehcigation
to protect mporant messages
sent to thelr grmies, Messanes
that mast be Fept secret frokn the
g P

Fthe messenger was caght Hy
the ehermy, the message, Heing
encHypated, remained secret
bPecatse they oidhn’t Fnow the code
to ohec et it

The enciyption scherne SHown
| here is called Symmetric Key, oF
Single Key enchygstion.

There are many helter schemes,
SHch g5 PRblic Key Encriyation,

| Bt the ope showh here Is the
egslest o anderstanagy

“f

| Kivfirctaybtics |

Encryption | rveegesEses™ |
sl I

Eufyd beypditedh |

EETIRE TR R raeem III::”l Jl1as

"'u Bob
nﬂ"-’ﬂ’.ﬂﬂﬂﬂ This iz a secret
Saftware MESEREE

Froem Alise
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Methods of Communication

Fax

Fax is short for Tacsimile' which means 'copy’.

A fax machine iz 3 device that can send a copy of a3 paper
docurment owver the telephone network.

# The =zending fas converts the lightsdark zreas of the
printed document into noises.

# These noises travel through the phone systern and are [ fAr -‘ i
received by another fax machine. i & -_I,'Z'__i' 4 =
# The receiving fax machine converts the noizes into printed . g A0S
rarks on a piece of paper - making a copy of the orginal ; ;
document.
E-Mail

E-mail is a system that allows messages to be sent and received | & cand and moeive e-mai, you
by computers. E-mail is the most common form of electronic | geed o kave an e-wail adodess.

communication. )
A addess i made w of o

parts; a wsentdnme amd an e-vail

E-mail text-bazed, but other t of fil I : ! ¢
mail messages are text-baze er types of file can alzo e e A

be zent as 'attachrnents'. SRR A
#n e-mail message usually has the following parts:
uEarTanmEnrayicder
Ta The addres=s(es) of the person who mf’ﬁ i
the message is for % : | 4 wd M
Subject A short zertance descrbing what To:  somesne@somewhers.net
the message is about
Cc: | somesneelip@somewivere net
The text of the message. This can
Meszage e 3 Tong SE el d Bec:  anotherperson@diferentcom

Subject:| A guick reméndar....

2n e-mail may also include the following parts:
Fram: Sieve Copbey aomefiepplice. nels

oo The addres=(es) of peaple to copy i
the e-mail to (Carbon Copy
Flaass o lorget T maabing iomomow . And plessa iy io
The addres=s(es) of peaple to copy got tharne on = his wook!
knowing (Blind Carbon Copy)
Ragands
File= linked to the message
Sarvn C.
Hschmetits (mages, documents, atc.] o

=

The Fried Oy doc 5.0 KR}
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Video Conferencing

“ideo-conferencing is a system that allows people to
have conversations and meetings with other people
in different locations, but without leaving their
office.

A video-conference involves people sitting in front of a
camera and a microphone, whilst watching other
people of a screen and listening to them through
loudspeakers.

Mote: The camera is usually T% guality - must better
than a standard webcam.

The system uses the following hardware:

Video camera

Maonitor

Microphone

Loudspeakers

High-speed netwark / Internet connection

" & & & @

“ideo conferencing is very popular with businesses as it means:

* No travel costs
* No time wasted travelling to other cities / countries
# Can arganise meetings at short notice
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TYPES OF NETWORK (New for Syllabus)

Bluetooth (Personal Area Network)

Bluetooth is a wireless networking technology

designed for wvery short-range connections
(typically just a few metres). ‘__z___. %

The idea of Bluetooth is to get rid of the need for all

of those cables {e.g. USB cables) that connect our
computer to peripheral devices such as printers,
mice, keyboards, etc.

Bluetooth devices contain small, low-power radio

transmitters and receivers. When devices are in

range of other Bluetooth devices, they detect each
other and can be 'paired’ {connected) S “—_Z——’
Typical uses of Bluetooth: Because Bluetooth networking only
Wworks over very short aistances. and
« Connecting a wireless keyboard to a computer with devices belonging to one user,
« Connecting a wireless mouse to a computer this type of network is sometimes
e lUsing a wireless headset with a mobile phone | called @ Personal Area Network’

* Printing wirelessly from a computer or PDA

¢ Transferring data / music from a computer to an MP3 player
* Transferring photos from a phone / camera to another device
* Synchronising calendars on a PDA and a computer
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NETWORK HARDWARE (New for Syllabus)

Network Interface Card (NIC)

Any computer that is to be connected to a network, needs to have a
network interface card (NIC).

Most modern computers have these devices built into the motherboard, but
in some computers you have to add an extra expansion card (small
circuitboard)

Network Cable

To connect together different devices to make up a network, you need
cables.

Cables are still used in most networks, rather than using only wireless,
because they can carry much more data per second and are more
secure (less open to hacking).
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Some computers, such as /aptops,
have two MICs: one for wired
connections, and one for wireless
connections (which uses radio
signals instead of wires)

In a lgptop, the wireless radio antenna
s usually built in fo the side of the
screen, so you don't need to have a
fong b of plastic sticking out the side
of your computer!

The most common fype of network
cable cable in use foday looks like the
one shown above, with plastic plugs
o the ends that snap mfe sockels on
the network devices.

Inside the cable are several copper
wires (some used for sending data i
one direclion. and some for the other
direction)
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SETTING UP A SMALL NETWORK (New for Syllabus)

Setting Up a Small Network

Setting Up a Small Nebwork

Home Theory Notes 4. Computer Networks

If you were asked to build a small, Internet-connected netwark from 'Foraﬂyﬂerwﬂmmansﬂ?we complex |
than a small hiorme network, there is a |

scratch, what would you need to do?
lor fo do.

You would need to buy some hardware: ) _
s nof just 3 case of buying the parts

One or more switches / hubs - to link devices together and connecting them together .

+ [Metwork cables to connect devices to the switch, etc. o Routers and switches have to
* A separate wireless access point {or this could be part of the be configured (settings

switch) - to allow wireless devices (e.g. laptops or smart-phones) to changed)
* Nehwork devices need fo be

join the network ;
+ A router to connect your LAN to the Internet (VAN LA IR eaun ks
. * Soffware needs fo be
« A firewall to protect your network from hackers configured to use the network
+ Possibly a bridge if you already have a section of network and you e Flc .
want your new network to connect to it .
* Server(s) to manage network functions such as network security, ALTOris ot SYoRY eoIo X f"?"”-g 2
i ) sef-uyp. The people who do this are
network file storage, shared resources (such as printers) called Network Engineers f's a
) ) very fteresting fechnrcal job, i you
You would need to organise some other things: fike that sort of thing!
| |

# Set up an account with an Internet Service Provider (ISP)
+ (et an Internet connection installed from the ISP to your location
+ Configure wvarious bits of hardware and software so that

everything worked with the netwoark

0

Wiraless
Clients

SOURCE: INTERNET
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