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Network Simulators

e Network Simulation

— The use of software which can replicate the design and performance of a
network

* this includes analyzing the connections of various network entities such as
switches, routers, servers etc.

* asoftware that can replicate the design and performance of a network is known
as a network simulator
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Network Simulators —

e Advantages of a network simulator:

— Allows a user to design and plan the physical and logical connections of a
network before the network is implemented

* A network simulator can provide feedback to the user concerning the design of
the network,

* the user can correct errors (or make improvements) in the design stage of a
network before implementing certain errors in a real network environment

— Network simulators are useful in teaching and demonstrating network
concepts to others
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Network Simulators

e Common Network Simulation Tools
— GSN3
— Cisco Packet Tracer
— PRTG Network Monitor
— Network Simulator (NS3)
Note: there are more

— Boson Network Simulator network simulators, the list

— Virtual Internet Routing Lab (VIRL) above is some of the
common network simulators

Note 2: our focus will be on using Cisco Packet Tracer for network simulation
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Network Simulators

Cisco Packet Tracer

— Packet Tracer is a program used to replicate networks for learning and
network designing purposes

* itis a network simulator designed and maintained by Cisco Systems, it is
intended to be used for learning purposes primarily

Note: we will be utilizing Cisco Packet Tracer to demonstrate designing a network within ICT 4010. Itis
recommended that you download Packet Tracer and are familiar with the steps for designing a simple
network in Packet Tracer

ICT 4010 -5



Packet Tracer - Installation

Download Packet Tracer from Cisco / NetAcad

Download Links:
Windows 64bit
— https://www.netacad.com/portal/resources/file/ac467cc

e-d070-48a5-928¢c-81caf6142681
* (roughly 160 MB file download)

Windows 32bit

— https://www.netacad.com/portal/resources/file/de238b
a8-38e0-4b7e-b612-a6ca35df3118

1 LOU LD
CIsco

Log in

Email

Unlock account?
Forgot email address?

Help

Don't have an account? Sign up

Note: you may be required to log into a Cisco account before packet tracer can be used (the links above
may redirect to a login page, Log in with a Cisco account or select Sign Up to create a Cisco account)
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Packet Tracer - Installation

 Download Packet Tracer from Cisco / NetAcad (cont.)

e Download Links:
Ubunut 64bit
— https://www.netacad.com/portal/resources/file/21267e14-

5837-47a3-8819-39b65a958d15

MacOS 64bit
— https://www.netacad.com/portal/resources/file/261dc7b6-

1036-4867-bccb-fedf47ec7660

1 LOU LD
CIsco

Log in

Email

Unlock account?
Forgot email address?

Help

Note: Cisco may undergo a verification process on a new user account before that account is fully
activated, i.e.. a newly created user account may be useable immediately or may be usable after a

verification has been completed
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Packet Tracer Installation

After downloading the Packet
Tracer Setup file

* Run the Packet Tracer setup file to
install packet tracer on your PC

— follow the default installation options
for Packet Tracer

4 Setup - Cisco Packet Tracer 8.0 B4Bit

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

:JO'I."'.I'NLGADING, IMSTALLIMNG, OR USING THE CISCO PACKET TRACER. SOFTWARE
COMSTITUTES ACCEFTANCE OF THE (CISCO EMD USER. LICEMSE AGREEMENT
("BULA" https: {fwww . cisco..comjcfenfus faboutleqal idoud-and-

softwarefend user license agreement, himl) AMD THE SUPPLEMEMTAL EMD USER.
LICEMSE AGREEMENT FOR. CISCO PACKET TRACER. ("SEULA™

https: /fwww . dsco.comfc/damfen_usfabout/doing businessleqal fseula/dsco-packet-
tracer-software,ndf]), IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THE ELILA
AMD SEULA, THEM CISCO SYSTEMS, INC, ("CISCO™) IS UMWILLING TO LICEMSE THE

SOFTWARE TO YOU AND ¥OU ARE NOT ALTHORIZED TO DOWMLOAD, INSTALL OR.
IISE THE SOFTWARE.

(®)1 accept the agreement

()1 do not accept the agreement
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Packet Tracer Login

* After installing Packet Tracer
* Run Packet Tracer from the Start Menu(Windows) or from the Desktop, etc.

Log in
* Note that Packet Tracer will
require logging into a Cisco user Fmal
account before the main
workspace can be used
Next

Unlock account?

O Keep me logged in (Recommended for personal computer user)
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Packet Tracer Login

* Afterinstalling and running Packet Tracer

 Enter your Cisco user account details
and login to use Packet Tracer

You can tick the Keep me logged in
option before logging in
(otherwise Packet Tracer will
require logging in again the next
time you open it, this option is
suitable for personal computers)

Log in

Email

Unlock account?

O Keep me logged in (Recommended for personal computer user)
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Packet Tracer Login =

» After installing and running Packet Tracer (cont.)

* At the Packet Tracer login page, you can also Sign Up

choose Sign Up to create a Cisco user account

Continue as a Guest. Guest users can save files up to 3 times.

*  You can choose Continue as a Guest Continue as a Guest

— However a guest user is limited in the
number of times that Cisco project files
can be saved.

— recommendation is to sign up and log in
with a Cisco user account

— A guest account can be used if there is a
problem with logging in ( problems with
signing up, Cisco verification process etc.)
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Packet Tracer Login =

» After installing and running Packet Tracer (cont.)

* Note that you may have to click Allow access on your Windows
Firewall...

“IS5COU . ACAder
e ..the first time that =

. @ Windows Firewall has blocked some features of this app
Packet Tracer is

IaunChed :m&exmmmhatuesowadzﬂrocuhemwbondubkw Are you a new user?
Name: Packet Tracer Executablel
\  Publsher:  Cisco Systems, Inc » Networking Academy and get
Path: C:\program fles \isco packet tracer 8.0\on Tracer and online course
\packettracer .exe
Alow Packet Tracer Executable to communicate on these networks: Slgn Up

[[]Private networks, such as my home or work network

4] Public networks, such as those in arports and coffee shops (not recommended
because these networks often have littie or no seaunity)

a Guest. Guest users can save

i of allosdng 3 e o » Grenelt Continue as a Guest
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Packet Tracer Login — Error Message Z

* After logging into Packet Tracer for the first time with a Cisco account

* An error message may occur regarding your Cisco account not being linked with a
NetAcad account (depicted below)

Sorry, we can't find a NetAcad account associated with this Cisco account.

* Both a Cisco account and a NetAcad account (which are associated) are required to use
Packet Tracer, there are different ways of achieving associated Cisco and NetAcad
accounts, however a verified Cisco account will be required first
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Packet Tracer Login — Cisco and NetAcad accounts =

Sorry, we can't find a NetAcad account associated with this Cisco account.

Let us help

¥ you arpam

..... o

i get back on track

Nave 3 NOCAL3G A0Coun, pnase 100 fuL 300 109 Oack In Wi e amal aaores

\/
0’0

\/
0’0

Setting up a NetAcad account. To resolve the (above) error: login into your Cisco account
through a browser

—  https://www.cisco.com/c/login/index.html|?referer=/c/en uk/index.html

Close and reopen Packet Tracer and select Continue as a Guest at the login page
— This will open a NetAcad web page in your browser

ICT 4010 -14


https://www.cisco.com/c/login/index.html?referer=/c/en_uk/index.html

Packet Tracer Login — Cisco and NetAcad accounts =

R/

%* Scroll down on the NetAcad web page and select Sign up today then select English

T T

You'll Learn These Core Skills:

« Simulate data interactions traveling through a network.

« Visualize the network in both logical and physical modes.

« Apply skills through practice, using labs and Cisco Packet Tracer activities.
« Develop critical thinking and problem-solving skills.

Sign up todayl

Note: you will have to enroll in at least one NetAcad online course in order to create a NetAcad account
however, NetAcad offers a free Introduction to Packet Tracer course (along with other free courses)
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Packet Tracer Login — Cisco and NetAcad accounts

After selecting Sign up today on the NetAcad webpage

** You will be redirected to the enrolment page of a free online course

+* Fill in enrolment details (such as email
address etc.) and then select Create
Account
** Your NetAcad account will now be
created

. Make sure to use the same email address that was used
for your Cisco account

Introduction to Packet Tracer

English 1021a

Cisco Virtual Academy

-acm-
01 Oct 2021 - 31 Jan 2022

Jackson Smith

Enroll now

Email *

ICT 4010
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Packet Tracer Login — Cisco and NetAcad accounts v

o))

After creating a NetAcad account through a free course

R/

% Activate your account through a link that will be sent to your email address

@ « Thank you for enrolling. To get started, we emailed a link 1o activate your 3

You must activate your account in order 10 access the course

Did not recelve an activationfemall?

To activate your account, please click the button below:

Activate account

Go to your email address and click the Link sent via email
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Packet Tracer Login — Cisco and NetAcad accounts =

After clicking the NetAcad activation link (via email)

R/

** You will be taken to a NetAcad web page that requires that you enter more details about yourself

X/

%* (such ash firstname last name, birthday etc.)

We're excited to have you as part of Networking Academy. Learning more about you he
help people around the world. So tell us a little about you.

NetAcad webpage sample paragraph

/

** Fill in your NetAcad details and click Create Account

The 2" time a NetAcad Create Account option is selected -

ICI 4U1lVU - 10




Packet Tracer Login — Cisco and NetAcad accounts

After clicking the Create Account (a second time, for a NetAcad account)
+* Your NetAcad account sign up is complete \/

** You also have access to a free course (however you can ignore it, click the X, as indicated below)

X

Let's start learning!

Let's get started on the first chapter of
Introduction to Packet Tracer English 0621b

You can access your free course in your own time via your NetAcad course*




Packet Tracer Login — Cisco and NetAcad accounts

 Now with a verified Cisco account and an activated NetAcad account (which are
associated and using the same email address) you may log into Packet Tracer
with you Cisco account. «

* The Packet Tracer workspace will be displayed upon successful login

Fle Edr Opton: View Tool: Estenson: ‘Wndow Help
EERDOL A @Ay Qe
DQ@C B/ med 9

l* «Logical| | Physical |« e#2. 52
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L* Cisco Packet Tracer

PaCket 1 File Edit Options  View Ti:ul$ Extenszions  Window  Help
EERSO0rLidaacy QaaaQaoEp EFE 2 ?

Tracer 3ZQa@C B/ med G
Workspace : .Loglca!___l,ll,..___ P|'|_'||9'_‘||Ca_|-._l,| 635, : 71

|° Realtim ;'I Ii Simulatio r|
FaFe e ey o™

4331 | | 4321 19-11 2901 | 2911 | s1910x s1oHGW | B2 1240 | PrRouer PrEmply | 184
P ey ele

8
Slemomg s

9

'DU List

|
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Packet Tracer Workspace =

1 - Menu Bar

— This bar provides the File, Options, and Help menus

— Provides basic commands such as Open, Save, Print, and Preferences in

these menus
File Edit Options View  Toolz  Estenszions Window  Help

2- Main Tool Bar

— This bar provides shortcut icons to the File menu commands, and other
shortcut icons.

EERTSOLALAALNY QAR
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Packet Tracer Workspace

e 3 -Common Tools Bar

e This bar provides access to the following commonly used
workspace tools
— Select
— Move Layout
— Place Note
— Delete
— Inspect
— Add Simple PDU

— Add Complex PDU Q0 €@ - /7 me ¢ Hid




Packet Tracer Workspace =

4 - Workspace Type Bar

* Provides the option to toggle between the Physical Workspace
and the Logical Workspace modes

Physical ) =36+ te4

| «Logical )|
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Packet Tracer Workspace =

5 - Workspace

* This is the main area where a user will create networks, watch simulations, and
view various information and statistics

3 Q@S f/srmed Hud

(" Logieal) ( Physca) o2 pon(45) @) )

[l

(@Reatime
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Packet Tracer Workspace =

6 - Realtime or Simulation Bar

* You can toggle between Realtime Mode and Simulation Mode with
the tabs on this bar

'0 Realtim Ejl I"_ﬂ Simulation
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Packet Tracer Workspace =

7 - Device Type Selection Box

* This box contains the various devices and connections available
in Packet Tracer

Note that a selection made in the device categories (top) will
determine the device types displayed (bottom)
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Packet Tracer Workspace =

* 8- Device Specific Selection Box

* This box is where you choose specifically which devices you want to
put in your network and which connections to make

* The Device-Specific Selection Box will change depending on which
device type selected (from the Device Type Selection Box)

357 u;»"’@t’«:»\l

T,

-~ PA K e e dr he be e bx b
E-’ o (;I<

Time: O

941 2901 2911 81900 BISHGW 829

8
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Packet Tracer Workspace =

9 - Created Packet Window

* This window manages the packets you put in the network during
simulation scenarios

— Can indicate if a packet sent has been transmitted successfully or not

- Fire LastStatuz  Source  Destination  Type  Color
1) Scenano 0~

> M e Delete

Toggle PDU Ligt \indow
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Creating A Simple Network =

The following slides will indicate some of functionality in Packet Tracer with the goal of
designing a simple network of devices in a Local Area Network (LAN)

* By default (when a new packet tracer project is (&= Logical) (| F hysical) -sz5:%
started) the Workspace displayed will be a Logical o
Workspace

* Logical Workspace:

— allows users to build logical network topologies
by placing, connecting and configuring virtual
network devices in the workspace

Note: there will be a presented demonstration which shows
designing a simple network in Packet Tracer (and will match
with the information in the following slides)
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Creating A Simple Network =

* Physical Workspace:

— The physical workspace provides
geographic representations of net-
works, including designing
networks for multiple cities and
buildings.

Create New City(Sh

Note: our focus will be on
using the Logical Workspace

to create a basic LAN Home Ciy
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Creating A Simple Network

Placing a network device (PC) in the workspace

e Within the Logical Workspace:

 Network devices can be added into the
workspace using the Device Type
Selection Box (a and b) and the Device
Specific Selection Box (c).

PCPT
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Creating A Simple Network

Placing a PC in the workspace

* a) Select the End Devices device category
* b) select the End Devices device type

* ¢) left-click on the PC specific device and
then left-click within the workspace to add
a PC to the workspace

PRA ==

PCPT
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Creating A Simple Network =
Placing another PC in the workspace
* |eft-click on the PC specific device and then

left-click within the workspace to add
another PC to the workspace

* Repeat this step to add roughly four PCs to
the workspace

* Note: you can also drag a PC from the
device specific selection box into the
workspace (this can be done for the other
devices as well)

T
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Creating A Simple Network

Placing a Switch in the workspace

a) Select the Network Devices device
category

b) select the Switches device type

c) drag and drop a 2960 Switch specific
device from the device specific selection
box into the workspace

291
Router

B

o -

2960-24T7
Swirchl

J
po s ]
g PCPT
Feer L3
PC2
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Creating A Simple Network =

Placing a Router in the workspace
* a) Select the Network Devices device
category
* b) select the Routers device type e
J o
“ecPT
* ¢)dragand drop a 2911 Router specific b
device from the device specific selection g _;J
box into the workspace F;’CCTT % FCE)
PC2

Note: a basic LAN can be created by connecting PCs
to a Switch (without a Router), however we will add
a Router now for connecting two LANs together later

i

3
] |
B
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Creating A Simple Network =

Viewing device properties for a PC

° LGft-Clle on a PC In the Workspace Ph\.Jsica Config Desktop  Programming  Attnbutes
— This will bring a device properties MODULES Priosical Device Yiew
. . . WMP00N ZoomIn Ongnal Size
window which has options to change e _

the hardware modules and change the PT-HOSTHM-1CE : ]
. PTHOST -NMICFE

settings of a PC PT-HOST-NM-1CGE -=
PTHOST-NM-1FFE
PT-HOST-NM-1FGE
PT-HOST MM 1w

PT-HOST-NM-1W-4
PTHOSTANWAC E o
PTHOST-NM-3G/4G

PT-HOST-NM-COVER
PT-HEADFHONE
PT-MICROPHONE
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Creating A Simple Network =

Viewing device properties for a Switch

e Left-click on the Switch in the workspace

— This will bring a device properties window
for the Switch

F‘hasical Config CLI Attributes
MODULES

Physical Device View

Note: we will change the IP settings
for the PCs (and the router), the
Switch settings will be left to their
defaults. The Switch will mainly be
used to connect multiple PCs
together

Zoom In Original Size Zoom 0
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Creating A Simple Network =

Viewing device properties for a Router

e Left-click on the Router in the
workspace

— This will bring the device properties
window for the Router

Physical Config CLI Attributes

. . . . \MMILES Physical Device View
— The dGVlf:e propertles window will HWIC-1GE-SFP Zoom In Original Size
have various tabs, however, the HwiIC-2T
Physical tab will be displayed first H:ﬁfaiw
when opening device properties for a WIC-Cover
PC, Switch or a Router GLCLH-SMD
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Creating A Simple Network

Turning a Router on or off

* From the device properties window of the
Router:

— Under the Physical tab (see Slides 39)

— Left-click the power button on the router
(depicted on the right) to turn the router on
or off

— By default the Router will already be on when
placed in the workspace (the power button
can be used to turn off and on the router
when necessary)

Zoom In

FTYSICdr UEVICE VIE

Original Size
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Creating A Simple Network
Changing Config settings for a PC

e Left-click on a PCin the workspace

— This will bring the device properties window
for that PC

— click on the Config tab

F'hasi-:a‘ Config ) Desktop Frogramming Attributes

MOSLES”
WMP300N
PT-HOST-NM-14M
PT-HOST-NM-1CE
PT-HOST-MM-1CFE
PT-HOST-MM-1CGE
PT-HOST-MM-1FFE
PT-HOST-MM-1FGE
PT-HOST-NM-1w
PT-HOST-MM-Tw/4
PT-HOST-NM-1w-AC
PT-HOST-NM-35/4G
PT-HOST-MM-COVER
PT-HEADPHONE

Phuszical De

Zoom In Originial

—
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Creating A Simple Network

Changing Config settings for a PC

The Config tab for a PC will show
Global Settings by default

The first PC placed into the workspace
will be named PCO by default, its
Display Name can be changed from the
Config tab Global Settings

(equally the 2" PC entered into the
workspace will be named PC1 (as
depicted on the right)

C* PCI

Fhuyzical I:l:unfiﬁ Deskiop Programming Attributes

GLOBAL

Seﬁing&

Algorithm Settings
INTERFACE
FastEthernetl
Bluetooth

Global Settir]

C Lizplay Mame [PC1 >

Interfaces Fast_E_thernetEl

Gateway/DMHS 1Pvd
() DHCP

(®) Static

Default Gateway ||

DS Server |
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Creating A Simple Network

Changing IP Address settings for a PC

e Under a PCs device
properties Config tab:
e Click on the FastEthernet0
option
— This will bring options to

change the PCs IP address
(on the right)

9 _ N
Phzical Ennfiﬁ Dezktop Programming Attrbutes
GLOBAL F aztE themet
Settings
: : Puart Status
Algorithm Settings S T
INTERFACE o : ps
E [astFthernetl = L Rl
Bluetooth MAC Address | D006 24584, 929D
IF Configuration
() DHCP
(®) Static T——
|Pvd Address 192166.10.11 T
Subnet Magk 206,205, 2650 -
——

)

IPwE Configuration
() fagtomatic
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Creating A Simple Network

Changing IP Address settings for a PC

e Give PC1 an IP address:

— 192.168.10.11

e Subnet mask:
— 255.255.255.0

This will indicate that
PC1 is on the Class C
network 192.168.10.0 /24

9 _ 9
Phyzical En:nnfiﬁ Dezktop Praararaming AbtribLtes
GLOBAL F astE thernetl
Settings
: 2 - Faort Status
Algorithm Settings L T i i
INTERFACE Danl s P ps
o
I| FastEtherneto | uplex Half Duplex Full Duples [+ A
Bluetooth MAC Address 000, 2484 9290
|F Configuration
i) DHCP
(®) Static
IP+wd Address 1921681011 T
Subnet b azk 280.2658.255.0

|P+E Configuration

() Automatic
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Creating A Simple Network

Closing device properties for a PC

e Click on the X (top right) of the device
properties box to return to the
workspace

e Alternatively click on an empty space
in the workspace to return to the
workspace

— (however this will keep the device

properties box open in the
background)

F astEthernetd
Om
100 Mbps | 10 Mbps b Aute E
Half Duplex Full Duplex Auto
0006, 2484 9290
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Creating A Simple Network =

Minimizing device properties fora PC

e Alternatively, click on an empty space
in the workspace to return to the
workspace

— (however this will keep the device
properties box open in the
background)
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Creating A Simple Network

Viewing the Desktop tab for a PC

e Left-click on PC1 to open the device
properties

* Click on the Desktop tab to view more
settings options available to the PC

Note: There are many options
under the Desktop tab, however,
our focus will be on the IP
Configuration and Terminal options

Physical Config

IP
Configuration

PC Wireless

Programming

Dial-up

Attributes

Terminal Command
Prompt

Traffic Generator MIB Browser
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Creating A Simple Network

Changing IP Address settings for the other

For each of the other PCs (PCO, PC2 and
PC3):

Use the FastEthernet0 setting (see Slide
43) to give the PCs the following IP
addresses:

PCO: 192.168.10.10
PC2:192.168.10.12
PC3:192.168.10.13

Set the subnet mask (for each PC) to:
255.255.255.0

PCs

=

bns Ctrl+Alt+0 |

s v B 42 B
gty | 24 IE 200

2960 @ PT-Selch’ FT-

—

l B ‘
2911
Router0

—

2960-24T7
SwitchD

)
: g PCPT
PCPT PL3

PC1 PC-PT

N & o

0 Pl-Bidge 2950-24 29507

)
"o
A

aps
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Creating A Simple Network =

Changing IP Address settings for the other PCs

* Being a Class C network, the first 3 octets make up the Network ID and the last octet
makes the Host ID

 e.g.for PCO to PC3 the network ID should be the same (192.168.10)

* however the last octet should be different to uniquely identify each host on this
network,
— PCO with IP address 192.168.10.10
— and PC1 with IP address 192.168.10.11 etc.
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Creating A Simple Network
Changing IP Address settings for the other PCs

* Note that with a Class C network:
— 1 (one) in the last octet is typically reserved for routers (recommended but not a must)
— e.g. we will set the router’s IP address to 192.168.10.1 for our network (later)

— 2to9in the last octet are usually reserved for shared network such as network printers
(recommended but not a must)

* Hence why we choice to set PCO’s IP address to 192.168.10.10 and above for the other PCs

ICT 4010 -50



Creating A Simple Network

Adding cable connections for the PCs

a) Click on the Connections device

category

OO SRy s <
ae: 001012 7%
Tim 10:1 { .,‘\)/"l\_,,/l

opfhections Ctr1+Alt+OI

M
| [Connections] \\y

" |

ol &

£

|
2288

PCPT
FL2

IE 2000 Pr-Bidge 2950-24

296010515

ICT 4010 -51



Creating A Simple Network

Adding cable connections for the PCs

* b) Click on the Connections device type
(bottom left)
— This will display different cables

connection types (on the right side) in
Device Specific Selection Box

Time: 00:10:22( () ) o)

Automatically Choose Connection Type

TCT U110 — O04Z4




Creating A Simple Network

Adding cable connections for the PCs

e Use a Straight through cable to
connect a PC to the Switch:

— Left-click on the Straight through
cable

D 2960-24TT
p——— 4 Switch(
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Creating A Simple Network

Adding cable connections for the PCs

* After clicking on the Straight through

cable:
— Click on PCO to indicate the starting

point of the cable q\
PCPT

PCO

PCPT
FC1

a

e P

SRS

2960-24TT
Switch0

=515 =
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Creating A Simple Network =

Adding cable connections for the PCs

e After click on PCO with a Straight

through cable: 4
, 2960-24TT
— Choose the FastEthernet0 interface A =i Switch0)
(connection type) F'F"irj- lisat
& sl D
— By default a PC (in Packet Tracer) will [ FastEthemetd Iy D _cfjﬁ
have USB and Fast Ethernet interfaces “FCET 7 PC3
PC1 PC-PT
PC2

08I FEEEE
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FastEthemetD/1
FastEthemet0/2 %
FastEthernetD/3
FastEthernetD/4
FastEthernet0/5
FastEthemet0/6
FastEthernetD/7
FastEthernetD/8
FastEthernet0/3
FastEthemet0/10
FastEthernetD/11
FastEthernetD/12
FastEthernet0/13
FastEthemet0/14
FastEthernet0/15
FastEthernetD/16
FastEthernet0D/17
FastEthemet0/18
FastEthernet0/13
FastEthernet0/20
FastEthernet0/21
FastEthemet0/22

Creating A Simple Network

Adding cable connections for the PCs

*  Now click on the Switch to indicate the
ending point of the straight through
cable:

— when the Switch is selected, choose the

FastEthernet 0/1 interface (or any Fast
Ethernet interface)

l

dGGGGGGGGGGGGGGG

T

g
PC-PT
PCO

oo
PCPT
PC1

gooaaa
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FastEthemetD/1
FastEthemet0/2
FastEthernetD/3
FastEthernetD/4
FastEthernet0/5
FastEthemet0/6
FastEthernetD/7

FastEthernetD/8

FastEthernet0/3

FastEthemet0/10
FastEthernetD/11
tEthermetD/

ions  Window Help

A& e
¢ SN

Creating A Simple Network

Adding cable connections for the PCs

* Note that a Switch will have multiple
Fast Ethernet interfaces as a Switch is
designed to connect multiple network
devices to the same LAN

gddaddd

=1

: Config CLI Attributes

g Physical Device View

Zoom In Zoom 0

Note: There are also Gigabit Ethernet : EE D D ’

interfaces however our focus will be ! » 5
on a Fast Ethernet Network
FLI = |
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Creating A Simple Network

Adding cable connections for the PCs

* Note that a different Switches will have a
different number of interfaces (also
known as Ethernet ports)

— Switches can have any number of ports
between 5 to 52 ports,

— when designing a network and choosing
which switch to use, the number of
users (and their devices) to be connected
to a LAN will need to be considered
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Creating A Simple Network =

Adding cable connections for the PCs

e Continue adding straight through
cables for the other PCs

e j.e. PC1 FastEthernet0O connected
to Switch FastEthernet0/2

e PC2 FastEthernetO connected to
Switch FastEthernet0/3

e and PC3 FastEthernet0O connected
to Switch FastEthernet0/4
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Creating A Simple Network =

A simple Local Area Network is complete

* Through the use of the Switch, the PCs rf;

will be able to send packets (data) to 2911
Router0

each other (even before a router is used)

* In Packet Tracer, connections will be
represented in green when the
connection has been established
successfully
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Creating A Simple Network =

A simple Local Area Network is complete

* A connection will be represented in red ﬁ,,?

if a PC is turned off L
2911

— (see Slides 83 for turning off a PC) Router

e Additionally, a connection will be red if
a Router has not been configured

properly

PC-PT g PC3
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Creating A Simple Network =

A simple Local Area Network is complete

* Note: the straight through cables in a real network will
most likely not connect from a PC to a Switch in a
straight line as indicated in Packet Tracer’s Logical
Workspace

— however the Logical Workspace is a suitable logical
representation of a real network
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Creating A Simple Network

A simple Local Area Network is complete

* Cables in a real network will likely run along
walls and into other rooms until connecting to a
Switch (which will usually be placed in a
network cabinet)

— This can include a wall mounted network cabinet
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Creating A Simple Network =

Expanding the simple LAN

e Set the default gateway of PC1 to

192.168.10.1
LF PO
— In preparation for connecting the LAN to
another LAN using routers Physical  Config  _Desklop Programming  Attributes
|F Configuration
— go to PC1’s device properties > Desktop tab il il b
. . ; : IP Canfigurati
> IP Configuration option > type in the i
Default Gateway, then close the device LA ®) Staiic
properties IPvd Address 1192 1681011
Subret Mazk, |255.255.255.EI
Default G ateway <
DMS Server 2000
B
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Creating A Simple Network

Expanding the simple LAN

e Set the default gateway of the other 3 PCs to
192.168.10.1 as well

— This will be the IP address for the router

* A network gateway is a network device
that forwards and receives data to and
from another network

IF* Configuration

Interface

IP Configuration

FastEthernetd

() DHCP @ Static
— i.e.arouter is a network gateway for LANs IP+4 Address 132.168.10.11
Subnet b azk |255.255.255.EI
Default Gateway 192,168,101
DNS Server lnono
-
ICT 4010 - 65



Expanding the simple LAN — device information

Hover the mouse of a PC to see more
information about that PC, Information such:

as the IP address on the PC’s FastEthernet port
the Gateway IP address

==

R, PC-P PCPT A

Device Name: PC1l

Device Model: PC-PT

Port Link
FastEthernetO Up 192.168.1(
Bluetooth Down no

Gateway: 192.168.10.1
DNS Server: <not set>
Line Number: <not set>

Physical Locaticn: Intercity > Hg
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Expanding the simple LAN — changing a PC’s Display Name without the K
device properties window

 Click on a PC’s display name in the
workspace, this will bring an input field

— Type in the PC’s display name and hit
enter.

— An alternative way of changing a display
name

This can also be achieved by opening the Device Properties (left click on the device) >
Config tab > enter a name in the Display name field (see the image on Slide 42)
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Testing the simple LAN — using the ping command ’

* The ping command can be used (PCs and routers) to check if a packet
successfully reached a destination device

— i.e. a form of testing the network connectivity

e To use the ping command on PC1: go to PC1’s device properties > Desktop
tab > Command Prompt option

* Note: click the blue X on a desktop option to return to all the desktop options

Phyzical Config ] esktDE Programming Attributes

Command Prompt

Packet Tracer PC Command Line 1.0
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Testing the simple LAN — using the ping command

e From PC1l's command prompt:

+ typeinping 192.168.10.13

 tosend a packet to PC3

Packet Tracer PC Command Line 1.0
C:\>ping 192.1€8.10.13

SyntaX: Pinging 192.1€8.10.13 with 32 bytes of data:
plng lp_address Reply from 192.1€8.10.13: bytes=32 time<lms
Reply from 192.168.10.13: bytes=32 time<lms
Reply from 152.1€8.10.13: bytes=32 time<lms
Reply from 1592.1€8.10.13: bytes=32 time=4ms

* A pingrequest will send 4 replies for a

Ping statistics for 192.1€8.10.13:

gOOd Connection Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
— (i.e the packet was sent to PC3 and PC3 Minimum = Oms, Maximum = 4ms, Average = lms

sent a packet back to PC1 successfully)




Testing the simple LAN — using the ping command

A ping request will send 4 Request
timed out messages if the packet was
not transmitted successfully

— i.e. the two devices are not properly

connected
. . . . C:\‘ping 192.168.10.99
— this error message will occur if the ping i
command’s IP address is not actually Pinging 192.1€28.10.99 with 32 bytes of data:
associated to any device on the

network (as depicted on the right)

Reguest timed out.
Request timed out.
Regquest timed out.
Request timed out.

Ping statistics for 192.1€8.10.95:
Packets: Sent = 4, Received = 0, Lost 4 (100%




Testing the simple LAN — using the ping command

* A ping request will send 4 Request
timed out messages if the packet was
not transmitted successfully

Note that a ping request with 1 timeout and 3 C:\:ping 192.1€8.10.59
replies can be regarded as a suitable connection,

i.e. the packets had a problem but were not all
lost Regquest timed out.
Request timed out.
Regquest timed out.
Request timed out.

Pinging 182.1€8.10.399 with 32 bytes of data:

Ping statistics for 192.1€8.10.95:
Packets: Sent = 4, Received = 0, Lost 4 (100%




Expanding the simple LAN — adding a laptop and a server =N

 C(Click on the End Devices device
category

* Click on the End Devices device type

y |

 Drag and drop a laptop into the LaplopPT
aptop

workspace

* Drag and drop a server into the
workspace

- .// %

Printer PPhone  Device
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Expanding the simple LAN — adding a laptop and a server —

Change the laptop and server Display
Names (indicated on the right)

Connect the laptop and the server to
the switch using straight through cable
connections

Laptop-PT
Laptop5 SesvesPT
g Serveib
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Expanding the simple LAN — adding a laptop and a server 7N

* Give the laptop an IP address:

IP address: 192.168.10.15
Subnet mask: 255.255.255.0
Default Gateway: 192.168.10.1

e @Give the server an IP address:

IP address: 192.168.10.16
Subnet mask: 255.255.255.0
Default Gateway: 192.168.10.1

Laptop-PT

Laptop5 ‘ ServesPT
g . Servecb
ALY N P 2V
PCPT PC-PT
PC3 FC4

s-415 <1548
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Viewing the simple LAN - moving multiple devices in the workspace 7

* Click and drag from an empty space in the
workspace in order to select multiple
devices

Laptop-PT A
Laptoph 7

'4;.

SEWEIPT
Serverb
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Viewing the simple LAN - moving multiple devices in the workspace —

e With multiple devices selected:
— click and drag any of the selected objects to move all of the selected devices
— i.e. to move the entire LAN within the workspace

— click on an empty
space in the
workspace to
deselect the
selected devices

Laptop-PT 4 i o )
Lapiops { / ‘ ) Server-PT
_ ; Serverb
PC-PT PC-PT PC-PT PC-PT
PC1 PC2 PC3 PC4
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Viewing the simple LAN - zooming in the workspace —

e Use the Ctrl key + the
mouse wheel to
zoom in and out in
the workspace

132.168.10.0 / 24

= ore “PC.PT PCPT

= : o

PCPT il o PC4
Lo PC2 PC3
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Viewing the simple LAN - zooming in the workspace —

Extensions ‘Window Help
* Alternatively use the zoom in and \ @@ ¢ '- =

zoom out icons to zoom in and out in e @ M d
the workspace

AN

Ly, Fra— M »
PCPT PCPT PCPT
PC2 PC3 PC4
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Viewing the simple LAN - moving in the workspace

e Use the mouse wheel to move
vertically in the workspace

 Use the Alt key + the mouse wheel to
move horizontally in the workspace

e Alternatively click and drag the
workspace scrollbars
— bottom scrollbar to move horizontally
— right scrollbar to move vertically

132168.10.0 / 24

S 4
Laptop-PT
Laptop5

SR o
PC-PT

P y—y X

FC-PT

ICT Section 5

PC-PT
A PC4
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Expanding the simple LAN — adding a note in the workspace N

* Click on the Place Note icon, then click
on an empty space in the workspace to
add a note

)l

— Type in the note then hit enter

Laptop-PT
LaptopS
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Expanding the simple LAN —
modifying a PC’s physical modules

 Open a PC’s device properties, go to the
Physical tab

 Drag and drop a PC’s Fast Ethernet
interface / port / module (hamed PT-HOST-
NM-ICFE) from the and onto the Modules
list (as depicted in the next slide)

- PC1

| Phgsical Config

Desktop

MODULES
WMP300N

PT-HOST-NM-14M |

PT-HOST-NM-1CE
PT-HOST-NM-1CFE
PT-HOST-NM-1CGE

| PT-HOST-NM-1FFE
PT-HOST-NM-1FGE |

PT-HOST-NM-1w
PT-HOST-NM-1w/-4

| PT-HOST-NM-1W-AC |

PT-HOST-NM-3G/4G
PT-HOST-NM-COVER
PT-HEADPHONE

" PT-MICROPHONE

Programming

Attributes

Zoom In

Physical De

Original

X

PT-HOST-NM-1CFE I

N e

—

pe—— |
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Expanding the simple LAN — modifying a PC’s physical modules

* Note that a Gigabit Ethernet port /
module (named PT-HOST-NM-ICGE)
can only be added If the Fast Ethernet
port is first removed

Note 2: for our simple LAN we will keep
the Fast Ethernet port. A Gigabit
Ethernet port could be added but keep
in mind some routers are not able to
support a Gigabit Ethernet network

T FTAOST-NM-TFGE |
PT-HOST-NM-1w

 PT-HOST-NM-TW-AC
PT-HOST-NM-3G/4G |
 PT-HOST-NM-COVER |

PT-HEADPHONE

PT-MICROPHONE |

o) BB Yo

Drag and drop from the PC to the
Modules list empty space
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Expanding the simple LAN — almost modifying a PC’s physical modules

e Additionally note that a PC’s physical
modules can not be changed while the
PC is on (in Packet Tracer)

— Attempting to do so will bring up an
error message

M-TEH
M-1CE

M-1CGE
M-1FFE

1-1/-AC

HONE
PHONE

M-1CFE |

M-1FGE
MW |
M-Twa

1-3G/4G |
-COVER |
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Expanding the simple LAN — almost modifying a PC’s physical modules —

Turn off the PC by clicking the PC’s red
power before attempting to change /
drag and drop physical modules

A green indicator (above the red power
button) indicates that the PCis on

A grey indicator (above the red power
button) indicates that the PC is off

—

—
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Expanding the simple LAN — turning a PC off and on

e The PCs connection will be indicated
with red arrows if a PC is off

 Packets will not be sent to that PC
when the PC is off, remember to turn a

PC back on when necessary:

— Go to the PC’s device properties and
click on the red power button

=g
Laptop-PT
Laptop5

‘ Server-PT
. Seveb
- - s ey v
I PcPT  “popr PCFT PC-PT
P PC2 PC3 PC4

ICT 4010 -85



Not expanding the simple LAN — deleting network devices

e Click on the Delete icon (above the
Workspace Type Bar)

— then click on a network device to be
deleted

d lP=—n

Lk

© -
. « Logical

— W W EEE W T e

::\:E/-"‘

.".—‘\_
Delete (Del) REUNE
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A network device will bring up a delete
prompt (to ask if you are sure you want
to delete a device) click Delete to
confirm the delete

Note however that a cable connection
will not bring up a delete prompt, with
the Delete icon selected: clicking on a
cable connection will delete the cable
instantly

Not expanding the simple LAN — deleting network devices 7N

o Do you want to delete Routerd?
Corce

Laptop-PT
Laptoph

O o g

A, “orr PCPT PCPT
PC-PT PC2 PC3 PC4
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Expanding the simple LAN - return to selecting network devices —

« Click on the Select icon, to If"~°°'°='," Physical)»
restore the option to select
devices, after making any {
necessary deletions
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The simple LAN summary

e This Local Area Network consists of 4

PCs, 1 laptop and 1 server connected —
to 1 switch ~mlil) e LR AL

- OPEN R = =
= «Logical | | Physical )= t.5272

* The network connectivity of a Packet
Tracer network can also be testing
using Simulation Mode (in addition to
using the ping command)

P )
FCFT

o c PC4
PC1 PC2 e

ICT 4010 -89



The simple LAN and Simulation Mode 7N

e Click on Simulation Mode (bottom right) to enter

Simulation mode

Click on Realtime
mode to exit

simulation mode
when necessary)

Reset Simulation Constant Delay

|RTP., SCCP, SMTF, SNMP, 55 ,STF’ SYSLOG,

< >

Captured to:
[ho captures]

' Play Controls

|« » »]

7 Event List Filters - Visible Events

ACL Filter, ARP, BGP, Bluetooth, CAPWAP, CDP,
DHCP, DHCPv6, DNS, DTP, EAPOL, EIGRP, EIGRPvE,
FTP. H.323, HSRP, HSRPv6, HTTP, HTTPS, ICMP,
ICMPvE, IPSec, ISAKMP, 1oT, loT TCP, LACP LLDP
Meraki, NDP, NETFLOW, NTP, DSPE &

POP3, PPP, PPPoED, PTP, RADU#S. REP, RIP HIPn,

(S evert List)( ° Realtim 2 l( Simulation
° e Lotsis

Delete

New
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The simple LAN and Simulation Mode ~

* Realtime Mode
— Shows the user network changes in real-time

— The network devices respond as real devices do, with immediate real-time
response for all network activities

e Simulation Mode
— Allows the user to view packets moving from one node to another,
— The user can also click on a packet to view more information about the packet
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The simple LAN and Simulation Mode

When in Simulation Mode

 Packets can be sent from one device to
another using the option to Add Simple PDU

— Click on the Add Simple PDU icon

g ! Server-PT
Server®
“e— — pAcm— )
o1 oePT * PCPT

PPt
) X i
el oo PC3 PC4
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The simple LAN and Simulation Mode

* Protocol Data Unit (PDU)

— A protocol data unit is a specific block of information delivered sent between network

connected devices. It containing control information, source information and destination
information.

— PDU is related to the first 4 layers of the OSI model. In Layer 1, PDU is a bit, in Layer 2 it is

a frame, in Layer 3 it is a packet and in Layer 4 it is a segment. In Layer 5 and above a PDU
is referred to as data.
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The simple LAN and Simulation Mode

» After clicking on Add Simple PDU
— Click on a source device for the PDU
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The simple LAN and Simulation Mode =N

* After clicking on Add Simple PDU and
selecting a source device

— Click on another device which will be
the destination device for the PDU
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The simple LAN and Simulation Mode

e After setting up a PDU source ad destination
— Click on the Play button in the Simulation Mode section,

— this will initiate a simulaiton whereby the PDU will move from one node until reaching the

destination

For our simple LAN, the PDU will
move from PC1 to the Switch to
Server6

A response PDU (or packet) will be
sent back from Server6 to the
Switch to PC1

Click on the Play button again to
stop a simulation

b

Server-PT
Cemverb

[EAELEE] = | gl
0.001 PC1 SwitchO
0,002 SwitchO PC2
000z SwitchO PC3
0,002 SwitchO FPC4
0.0oz SwitchO Laptoph
[ Swaitchll Serverh

[T
Reset Sinmulatian Consztant Delay

Play Cantrals

I*%PI

| Event List Fiters - Visible Events
| ACL Filter, 8RP, BGP, Blustooth, CAPWAP, CDP, DHCP, DHCF
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The simple LAN and Simulation Mode —
*  When using a Simple PDU, the Created Packet Window will indicate:

— Successful, if the PDU has been sent successfully over the network

— Failed, if the PDU has not been sent indicating a problem with the network
* This could be wrong IP address setting
e Adevice is turned off and unreachable
* A router has wrong configuration settings

— In Progress, the status when a PDU is moving from a source to destination device in
Simulation Mode

I LT meTs STTOW =

(55 Event List) [

Pire  Last Status  SouNe  Destination  Type  Color Tim;[sec] Periodic
€ Successful PC Serverb ICMP . 0.000 N

s

)

New

Delete

Toaale PDU List Window
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The simple LAN and Simulation Mode —

e Using the Scenarios subsection of the Created Packet Window:
— Click on PDU event (right side), A PDU event will be highlighted in blue when selected
— Click on the Delete button, this will remove the PDU event

* This can be useful for testing one PDU event at a time, i.e. using a Simple PDU yet
again for another source and destination

TP , TSR WO, T e, TSI, T, 0T T, =T, CEOT 10T T9C T T v,

WTP, OSPF. OSPFvE, PagP, POP3. PPF. PPFeED, PTF, BADIUS, REF. RIP,
|RIPng, RTR, SCCF, SMTP, SNMP, 55H, 5TP, 5¥SLOG, TACACS, TCR, TFTR, |
| Telnet, UDP, USE, ¥TP [

Edit Filters

Show All/MHaone

) (@ Reattime )(fR, Simulation |

Pt Lazt Statuz Source  Destindpon Tvpe  Color Time(sec]  Penodic Mum Edit Delet
] Succesziul FC1 Serve)h [CKF . 0.000 i 0 [edit] [delet

Toggle PDU List'indoy Delete Scenario and All PDUs (Ctrl+Shift+E) |
.
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The simple LAN — PDU status in Realtime Mode

e Click on Realtime Mode to return to Realtime Mode (and hide the Simulation
Mode section)

e Click on the Add Simple PDU, then click
on a source and destination device

Note that the Created Packet
Window will still indicate Successful
or Failed for the PDU sent (even
though the workspace will not show
the PDU moving from device to
device like with Simulation Mode)

This can be useful for checking the
network connectivity in Realtime Mode

arld
q Succesziul

sagurce  Destination
FLY

FC1

Type Color T

ICMP

Server-PT
Serverb

L 5 P
= = w10 [

0.000

Mum Edit De
i 0 [edt] [da
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Connecting 2 Local Area Networks (LANSs)

e Add asecond 2911 Router to
the workspace

— (see Slide 36 for adding a
router)

291

Routed0
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Connecting 2 Local Area Networks (LANSs)

* Create a second LAN in the workspace

Add 3 PCs, 1 Server and 1 2960
Switch to the workspace and connect
them using Straight through cables
(connecting through the Fast Ethernet
ports)

&5 &
29M 291
RouterD Routerl

Server-PT
Serverb

F-———— > F]
PC-PT
Accoutns 3

pe— |
=y PC-PT
PC-PT Accounts 2

Sewver-PT Account 1
Accounts Server
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Connecting 2 Local Area Networks (LANSs)

* For the second LAN in the workspace,
give the devices Display Names and IP
addresses (using a class B network)

* PCAccounts 1:

— 1P:172.168.10.11
— Subnet mask: 255.255.0.0
— Gateway: 172.168.10.1

17216.10.0 /16

A

PC-PT
Accounts 3
g =
' P PC-PT
PC-PT Accounts 2
Server-PT Account 1

Accounts Server
Accounts Dept
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Connecting 2 Local Area Networks (LANSs) =

* Display Names and IP addresses for the
2" LAN

* PCAccounts 2:
— 1P:172.168.10.12
— Subnet mask: 255.255.0.0
— Gateway: 172.168.10.1

17216.10.0 /16

e PC Accounts 3:
— |P:172.168.10.12

PCPT
! Accounts 3
— Subnet mask: 255.255.0.0 i g =,

A, PC-PT
— Gateway: 172.168.10.1

A

PC-PT Accounts 2
Server-PT Account 1

Accounts Server

Accounts Dept
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Connecting 2 Local Area Networks (LANSs)

Display Names and IP addresses for the
279 LAN (cont.)
Accounts Server:

— 1P:172.168.10.14

— Subnet mask: 255.255.0.0

— Gateway: 172.168.10.1

The Default Gateway will be the IP
address of the router

17216.10.0 /16

[
PC-PT
Accounts 3
g =
' 1 PC-PT
PC-PT Accounts 2

Server-PT Account 1
Accounts Server

Accounts Dept
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Connecting 2 Local Area Networks (LANSs) =

* Rename the Display Names of the two

routers (an extra step, not a must for the
network to function)

— named Router ICT for the 15t router

— Router AC for the 2" router S — )
S 5
2911 2911
Router ICT Router AC I
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Connecting 2 Local Area Networks (LANSs)

Using a straight through cable, connect
the 24 LAN’s Switch to Router AC
— Connect the switch’s

GigabitEthernet0/1 port to the router’s
GigabitEthernet0/1 port

Router AC

o7 W

o e

adddddadddadddadddd

FastEthemet0/11
FastEthermet0/12
FastEthermet0/13
FastEthemet0/14
FastEthemet0/15
FastEthemet0/16
FastEthermet0/17
FastEthemet0/18
FastEthermet0/19
FastEthermet0/20
FastEthernetD/21
FastEthemet0/22
FastEthernetD/23
FastEthernet0/24
GigabitE thwetl]ﬂ
GigabitEthernet0/2

2.16.10.0

"

-

L)y

-

EIShm——

PCP
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Connecting 2 LANs =

e Using a straight through cable, connect
the 2" LAN’s Switch to Router AC
— Connect the switch’s Z
. . , Auxiliary
GigabitEthernet0/1 port to the router’s 2
GigabitEthernet0/1 port Routs B Console
] GigabitEthemet0/0
] _Gigabitsthemet§1
] GigabitEthemet(?2
Seriald/0/0
The names of these ports will be required when Seriall/0/1
configuring the router. Note that any GigabitEthernet

port (number) can be used, however for consistency
GigabitEthernet0/0 will be reserved for connecting
the two routers together (i.e. Gig0/0 connecting to
another Gig0/0 port on the other router)
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Connecting 2 LANs

e After the straight through cable has

been connected from the switch to the r»:.’fg
router, note that the connection is 2 8

indicated in red

— The network connection is not (yet)
successful as the router has not yet
been configured

17216.10.0 /16

— e.g. the router does not have an IP
address

pekasmm— Y]

PC-PT

» Accounts 3
g =
e &) P C‘PT
PC-PT Accounts 2

Server-PT

Account 1
Accounts Server
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Connecting 2 LANs

e Using a straight through cable, connect
the 1t LAN’s Switch to Router ICT
— Connect the switch’s

GigabitEthernet0/1 port to the router’s
GigabitEthernet0/1 port

3

gaddddddadaddad

~ T

FastEthernetD/ 16
FastEthemet0/17
FastEthernet0/18
FastEthernet0/13
FastEthernet0/20
FastEthernet0/21
FastEthernet0/22
FastEthernet0/23
FastEthernet0/24
GigabitEthernet0/1
GigabitEthernet0/2

R

Router ICT

20—
! -

3

[Easm— Y
PC-PT
PC4

D

Server-PT
Serverb
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Connecting 2 LANs

e Connect the 15 LAN’s switch to Router ICT (cont.)

r PCPT PCPT
PC3 PC4

b W Ausiiary
Router [l Console
GigabitEthernet0/0
| Gigabif shemet0/1
GigabitEthernet0/2
Serial0/0/0
Serial0/041

Server-PT
Serverb

' =, PCPT
PCP

Account 1

Server-PT
Accounts Server

172.16.10

Accounts 2
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Connecting 2 LANs

)
Once again the connection will not yet be successful before Router ICT has been configured
ig;:’;’; =
2911
Router AC
172.16.10.0 /16
192.168.10.0 / 24
P e S &
aptop-PT PC-PT
Laptoph ' Server-PT Accounts 3
J — Serverb =,
»/ . " y—— Presoaessac B P s PC-PT
vt PC-PT PC-PT PC-PT PC-PT Accounts 2
PC-PT P2 PC3 PC4 Server-PT Account 1
PC1 Accounts Server
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Connecting 2 LANs

* Now connect Router ICT to Router AC using Crossover cable

— (recap: straight through cables are used for different devices whereas crossover
cables are used to similar devices, i.e. 2 routers)

—_—

;»? T ————
1

/M iy 3 i Jom
Route - Eoreols ter AL B Console
TR . = Gigabit§§emetﬂfﬁ

] GlgabltEthemetO.o’j} B Gigabit Memetd/2

] GigabitEthemet0/ Serial0/0/0

Serial0/0/0 Seriall/0/1

Serial0/0/1 \ / \\\
M
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Connecting 2 LANs =

* Now connect Router ICT to Router AC using Crossover cable
— Connect the GigabitEthernet0/0 port of Router ICT to the GigabitEthernet0/0

port of Router AC
Note that GigabitEthernet0/0 can also be referred to
as Gig0/0 (which is how it will be written in following
slides
& ——————
¥ 2911 : Al
{ 2t5 B Ausiliary 911 {outerlCT Fioi?;r : C:::::z
oute ter AL
- C?nso.le | " (| Gigabit?&emetﬁ!ﬁ
] GlgabltEthemeth’j\.\) [ Gigabittthemet0/2
[l GigabitEthemnet0/ Seriald/0/0
——
B Seriald/0/0 2 e
Serial0/0/1 \ / \ \
-b _________________
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Connecting 2 LANs =

* Now all the cable
connections are completed . |
for connecting the 2 LANs "

2911
together, however the Router ICT
routers still need to be
configured

e The routers can be
configured using router
commands

- ' Server-PT ‘
’ g 7 Serverb =
A5 ' — PRt s ) P

PCP PCPT PCPT PCPT Aced
PC2 PC3 PC4 Server-PT Account 1
Accounts Server
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Connecting 2 LANs =

* Preparing to use router commands from a
router’s Command Line Interface (CLI)

dit  Options View Tools\ Extensions Window

. . Preferences ... Ctrl+R
— The font size of a router’s CLI can be adjusted

within Packet Tracer:

Algorithh S etk Ctrl+Shift+hd

Ctrl+Shift+LJ
— Click Options (from the main menu) - Ctil+Shiftsy

> click on Preferences option

> click on the Font table

> click on the font size dropdown (next to the
CLI label), choose a larger or smaller font size
(based on personal preference)

> click Apply

Dnalogs \
cLI Courer Mew [17 R / ~|
Laf Py 4
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Connecting 2 LANs

 Hover the mouse over a cable
connection and the interfaces/ports
connected will be indicated
— The port names will be used with

router commands when configuring
the routers

\

< Gig0/0 Gig0/0 g

L S
291 2911

Router ICT Router AC
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Connecting 2 LANs — Basic Router Commands =

Router command Description

enable logs a user in from user mode into privileged mode

configure terminal enables access to global configuration mode

hostname allows user to change the name of the router

enable password allows user to change the password of a router

interface switches a user into interface mode

ip address allows a user to set an IP address when in
interface mode

no shutdown turns an interface on

shutdown turns an interface off (shuts down a specific port)
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Connecting 2 LANs — Basic Router Commands

Router command

Description

show 1p route

shows the routing table of the router (i.e. all the
networks the router can forward packets to)

ip ospf

allows the router to find (identify) other routers’
networks which will be added to the router’s routing

table

Note that there are several other router commands, we will focus on
basic router commands for connecting two LANs together (i.e.

connecting two networks together)
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Connecting 2 LANs — Basic Router Commands =

e Configuring a router through basic router commands, objectives:

— Set IP addresses for the two routers’ interfaces
— Turning on the router interfaces (off by default)
— Allow data (packets) to be transmitted from a device on LAN 1 to a device on LAN 2
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Connecting 2 LANs — Basic Router Commands =

e Configuring a router through basic router commands:
— Click on Router ICT to bring up its device properties

— Click on the CLI tab to go to the Command Line Interface (CLI)

Physical Ct.utes

105 Command Line Interdace

ANnA rAanyry NNV Yy

ITT yoda rcgullec Iarclicl doosIoCcdllte prIc
contact us by sending email to

export@cisco.com.

Cisco CISC02911/K9 (rev151on 1.0) wit]

A
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Router Commands — Entering the CLI for the first time

Upon entering a router’s CLI for the first time, an option for an initial configuration

will be presented

— Type in no and hit enter, hit enter again

— You will now have access to entering in router commands on the router

Note that the initial configuration
dialog includes configuring aspects
of the router beyond our scope
(connecting two basic LANs) hence
why no is used

——— System Configuration Dialog —-

Would you like to enter the initial

configuration dialog? [yes/no]: no

Press RETURN to get started!

!

Router>

H—
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Connecting 2 LANs =

 Enable command syntax:
o . bl
— Allows the user to enter Privileged Mode :r;a e
en

 From User Mode (the first router mode by default), type in enable and hit enter to
enter Privileged Mode

— Privileged Mode allows for
more router settings’ changes
that User Mode does not
allow

Press RETURN to get started!

Router>enablel []
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Connecting 2 LANs —

* User Mode can be identified by the angular bracket (>) next to the router’s name
* Privileged Mode can be identified by the hashtag (#) next to the router’s name

Router>enable
Router# i
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Connecting 2 LANs =

* Configure terminal command syntax:
— Allows the user to enter Global Configuration Mode configure terminal
or
conf t

* From Privileged Mode type in conf t and hit enter to enter Global Configuration

Mode
Router>enable
— Global Configuration Mode is Router#conf t
identified by the word (config) next Enter configuration commands,
to the router’s name End with CNTL/Z.
—|Router (config)# I
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Connecting 2 LANs

Hostname command

— Allows the user to change the name of the router

— (not to be confused with the router’s Display Name in the workspace

syntax:

(which is specific to Packet Tracer)

Type in hostname RouterICT and hit enter to change the name

of the router

hostname name

EIIQQ WiLLIl UNIL/ 4.
Router (config) #hostname RouterICT
RouterICT (config) #

L
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Connecting 2 LANs =

Enable password command
— Allows the user to set a password of the router
— Once a password has been set, it will be required when changing from User Mode into

Privileged Mode

syntax:
enable password password

Typein enable password ict and hit enter to make ict the password of

the router

RouterICT(coﬂfig)#enable password ict
RouterICT (confiqg) #|
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Connecting 2 LANs =

e Exit command
— Used to go back to a previous mode (when necessary)

— ie entering the exit command from Configuration Mode will return the user
to Privileged Mode

syntax:
exit

RouterICT (config) #enable password ict
RouterICT (config) #exit

RouterICT#

$SYS—-5-CONFIG I: Configured from console by
console

RouterICT# I v
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Connecting 2 LANs

e Exit command and Router Modes

There are 4 router modes in our scope (for connecting 2 LANs together), the exit command can be

used to return to a previous mode

Note: mode changes from
the exit command are
represented with the
orange arrows

User Mode

Privileged Mode j{
\ Global

Configuration Mode

S Y

Interface Mode
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Connecting 2 LANs

Exit command and Router Modes

User Mode

exit \

Privil d Mod
rivileged Mode T p———
exit\ Global

| enable

Configuration Mode

| interface
ex‘i\

Interface Mode
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Connecting 2 LANs =

After setting a password

* back in User Mode, the user will now be
required to enter a password in order to
enter Privileged Mode

RouterICT>enable
Password:
RouterICT#

Note that password characters will not be displayed, i.e. for this router the user will have to
type inict and hit enter even though ict will not be displayed
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Connecting 2 LANs =

* Interface command

— Used to go from Global Configuration Mode into Interface Mode for a specific interface

syntax:

(port)

interface interface name

— Interface Mode is identified by the word (config-if) next to the router’s name

in Global Configuration Mode

* typeininterface Gig0/1 to enter Interface Mode for the Gig0/1 interface (i.e. the
connection between Router ICT and the LAN 1 switch)

RouterICT (confiqg) #interface Gig0/1
FEouterICT (config—-if) #
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Connecting 2 LANs Gigo/linterface " _____ PR

Router ICT Router A

e |P Address command
— Used to set an IP Address for specific interface

in Interface Mode

syntax:
ip address ip address subnet mask

RouterICT (config) #interface Gig0/1
RouterICT (config-if) #ip address 192.168.10.1 255.255.255.0
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Connecting 2 LANs =

* |P Address command (cont.)

— in Interface Mode

e typeinip address 192.168.10.1 255.255.255.0 tosetanIP address
and subnet mask on Router ICT’s Gig0/1 interface (i.e. the connection between
Router ICT and the LAN 1 switch)

— The IP address for port Gig0/1 (port connected to the switch) should be on the same
network (192.168.10.0) as the other devices on LAN 1

RouterICT (config) #interface Gig0/1
RouterICT (config-if) #ip address 192.168.10.1 255.255.255.0
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Connecting 2 LANs | —

[P Address command (cont.) A
l,»-; 4@%_ ‘Gig_[l;[l -
— Note that an IP address has to be set for the Gig0/0 ST 2911
interface as well in order for the two LANSs to be = Ak
connected
y |

— The connection between the routers is regarded as its
own network, this network can use a subnet with few
hosts as it will only require 2 hosts (the two routers)

* i.e.there will be 3 networks connected together, LAN 1, LAN 2 and connection
between the routers
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Connecting 2 LANs

* |P Address command (cont.) l

2911
Router ICT

— in Interface Mode (or Global Configuration Mode)
* typeininterface Gig0/0 to enter Interface Mode for interface Gig0/0

e typeinip address 201.5.5.1 255.255.255.252 tosetan IP address for
interface Gig0/0

RouterICT(confié—if)#ihterface Gig0/0
RouterICT(config—if)#ip address 201.5.5.1 255.255.255.25ﬂ
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Connecting 2 LANs =

* |P Address command (cont.)

RouterICT(confié—if)#ihterface Gig0/0
RouterICT(config—if)#ip address 201.5.5.1 255.255.255.25ﬂ

/

* This will be a class C network (201.5.5.0 /30) whereby (due to Subnetting) only 2 hosts
can be set. i.e. only 4 host addresses are available (two of which are reserved)

— 201.5.5.0 reserved as the network address

— 201.5.5.1 can be set to a host (Router ICT’s Gig0/0 port)
— 201.5.5.2 can be set to a host (Router AC’s Gig0/0 port)
— 201.5.5.3 reserved as the broadcast address

201.5.5.4 is not available, for a /30 network, this is the network address of another subnet / network
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Connecting 2 LANs =

IP Address command (cont.)

* Hover the mouse over a router to view information about the router’s
ports

» After setting IP addresses from the router’s CLI, the Gig0/1 and Gig0/0
interfaces should now indicate the IP addresses set

In the router’s /R 2 Device Name: Router ICT
0

| Device Model: 29511
Interface Mode, enter R P R R £
the IP address

. Port Link v IP Address
command again to GigabitEthernet/0 Down - 201.5%.%5.1/30
change an IP address GigabitEthernet0/1 Down -~ 192 168.10.1/24
(When necessary) CigabitEthernet0/2 Down - <not set>
%
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Connecting 2 LANs

* No shutdown command

— Used to turn on an interface (by default router interfaces will be set to ‘down’, no
shutdown will set an interface’s status to ‘up’)

syntax:
no shutdown

RouterICT (config) #interface Gig0/0
RouterICT (config-if) #no shutdown

RouterICT (config-if) #
$LINK-5-CHANGED: Interface
GigabitEthernet0/0, changed state

to up
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Connecting 2 LANs =

 No shutdown command (cont.)

e Theno shutdown command has to be set for each interface (Gig0/0 and
Gig0/1) individually
— Enter Interface Mode for interface Gig0/0
— typeinno shutdown and hit enter

— Enter Interface Mode for interface Gig0/1
— typeinno shutdown and hit enter

— Both interfaces will now be set to up (on)

RouterICT (config-if) #interface Gig0/1
RouterICT (config—-if) #no shutdown

Y
belaL L bom musge (1 ] bmmsgm r - sy
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Connecting 2 LANs

* No shutdown command (cont.)

— Note: now that the Gig0/1 interface has been given an IP address and set to up,
the connection between the router and the switch will be successfully connected

 —

\\E§ : Ao Device Name  Router ICT
Device Model: 2911
Hostname - RouterICT

Port LAN IP Address
CigabitEthernet0/P - 201.5.5.1/30
CigabitEthernetd/ S 192.168.10.1/24
. GigabitEthernet0/2 v e <not set>
— The connection between Serial0/0/0 Down == <not set>
H Serial0/0/1 Dowm - <not set>
the 2 routers is not yet Viani Down N e

successful since Router

Physical Location: Intercity > Home City > Corporate

AC has not yet been
configured

~ll I\

N\
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Connecting 2 LANs =

* |n order to connect the two LANs

— Configure the 2" router, Router AC, using the similar commands from Router ICT

2911 2
Router ICT Router AC
|
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Connecting 2 LANs =

 open device properties for Router AC
— click on the CLI tab
— type and enter no for the initial configuration
— typein and enter enable (or en) to enter Privileged Mode
— typeinandenter conf t to enter Global Configuration Mode
— typeinandenter hostname RouterAC to change the name of the router

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname RouterAC

FRouterAC (config) #interface Gig0/1
RouterAC (config-if) #ip address 172.16.10.1 255.255.0.0
RouterAC (config-if) #no shutdown

.
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Connecting 2 LANs e~

» Setting up IP addresses for a second router (Gig0/1)

* In Global Configuration Mode:

type inand enter interface Gig0/1 to enter Interface Mode for the Gig0/1 interface

type inand enter ip address 172.16.10.1 255.255.0.0 tosetan IP address for
interface Gig0/1

type and enter no shutdown to set the interface status to up

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname RouterAC

RouterAC (config) #interface Gig0/1
RouterAC (config-if) #ip address 172.16.10.1 255.255.0.0
RouterAC (config-if) #no shutdown

i
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Connecting 2 LANs —

» Setting up IP addresses for a second router (Gig0/1)

— Note: the IP address (for the Gig0/1 interface, which connects the router to the LAN 2 switch)
should be on the same network as the LAN 2 devices

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname RouterAC

RouterAC (config) #interface Gig0/1

RouterAC (config-if) #ip address 172.16.10.1 255.255.0.0
RouterAC (config-if) #no shutdown

'
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Connecting 2 LANs —

» Setting up IP addresses for a second router (Gig0/0)

* In Global Configuration Mode (or Interface Mode for another interface):

type inand enter interface Gig0/0 to enter Interface Mode for the Gig0/0 interface

type inand enter ip address 201.5.5.2 255.255.255.252 tosetan IP address
for interface Gig0/0

type and enter no shutdown to change the interface’s status to up

RouterAC (config-if) #interface Gig0/0
RouterAC (config-if)#ip address 201.5.5.2 255.255.255.252
RouterAC (config-if) #no shutdown
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Connecting 2 LANs N

» Setting up IP addresses for a second router (Gig0/0)

— Note: the IP address (for the Gig0/0 interface, which connects the Router AC to Router ICT)
should be on the same network as Router ICT’s Gig0/0 interface

— j.e.the 201.5.5.0 /30 network which only has two hosts, the two routers

2911 2911
Router ICT Router AC
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Connecting 2 LANs =

» After setting up the interfaces for both routers, the crossover cable connection will
be indicated as a successful connection (indicated in green)

2911
Router ICT

17216.100/16
192.168.10.0/ 24

E—

Accounts 3

[ a— )
: PL-PT
PCPT Accounrs 2

Server-PT i1
PR PR3 Accourts Server Feead]
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Connecting 2 LANs

 For successful connection
between the devices across
the two LANs:

— Make sure the Default
Gateway has been set to
192.168.10.1 (Router ICT’s
Gig0/1 interface IP address)
for all the devices on LAN 1

See Slides 64 for
setting a Default
Gateway for a PC/
laptop

192168100/ 24

[nterface FastEthernetd

IP Configuration
() DHCP

IPwd Address
Subtiet Mask
Default G ateway
DMS Server

|PwE Configuratian
() Automatic
IPvE Address

Link. Local Address
Default Gateway
DMS Server
2021

[ Use 802.1% 5 ecrity

Authentication

MO5

(® Static

1192.166.10.15

(@ Static
|

| FES0:230:21FF:FEED
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Connecting 2 LANs

e Similarly, for successful
connection between the
devices across the two LANSs:

— Make sure the Default
Gateway has been set to
172.16.10.1 (Router AC’s

Gig0/1 interface IP address)
for all the devices on LAN 2

9 _ 9

Server-PT
coolnts Serve

L UniLr P11
[Pvd Address 172.16.10.14

Subnet b azk 2RR.2R5.0.0

Default G ateway
DMS Server

IPwE Configuratian

() Automatic (@) Static

PV Address [ ]
Lirk Local Address I@
Default G ateway |:
DMNS Server :

8021

[] Use 802 1% Security
Authentication MO5
Ilzername

FPazsword
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Connecting 2 LANs

* Routers and Routing Paths

Even after the routers’ interfaces have been set up correctly, packets from LAN 1
will not reach LAN 2 (and vice versa).

— This is because by default router 1 (Router ICT) does not include the LAN 2 network in

its routing table

— And similarly, by default, router 2 (Router AC) does not include the LAN 1 network in its

routing table

Whereby a routing table contains a
list of routes the router can forward
data to. A router’s routing table can
be updated via router commands

e

2311 2911
Router ICT Bouer AC

>

17216100718
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Connecting 2 LANs —

e Show IP route command

— shows the routing table of the router (i.e. all the networks the router can forward packets
to)

syntax:
show ip route

— When in Privileged Mode
 Type andenter show ip route to display routing table information

RouterAC>en
RouterAC#show ip rDutﬂI
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 Show IP route command (cont.)

— For example: for our Router AC, the routing table will only show two networks which the
router can forward packets to:
* 172.16.0.0 /16 (LAN 2)
e and 201.5.5.0 /30 (The routers network)

— As such a packet sent from LAN 2 with a destination in LAN 1 (192.168.10.0) the packet
will be dropped at Router AC which has not included the LAN 1 network in its routing
table (by default)

C 172.16.0.0/16 is directly connected,
GigabilitEthernetl/ 1
T 172.16.10.1/32 1is directly connected,
GigabitEthernet0/1
201.5.5.0/24 is wariably subnetted, 2 sul
C means connected L 201.5.5.2/32 is directly connected, G
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Connecting 2 LANs

e |IP OSPF command
— allows the router to find (identify) other routers’ networks which will be added to the
router’s routing table

syntax:
ip ospf process id area area number

— When in Interface Mode for a specific interface

e Typeandenterip ospf 1 area 1 toenablethe OSPF protocol which will
enable the router to search for the networks of other connected routers

RouterAC#en
RouterAC#conf t

Enter configuration co
RouterAC (confa
RouterAC (con

one per line
interface Gig0/0
—if) #ip ospf 1 area 1
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Connecting 2 LANs =

e [P OSPF command (cont.)

syntax:
ip ospf process id area area number

— the process_id can be any integer (we will use 1 for simplicity)

* AnIDis assigned to the router’s process maintaining the OSPF settings, this process
ID can also be used when resetting the OSPF changes

— the area_number should be the same integer for both routers, i.e. when the interfaces
are in the same area, each of the routers can add the other router’s associated networks
into their routing tables

RouterAC#en
RouterAC#conf t
Enter configuration commands, one per line.
RouterAC (config) #interface Gig0/0

RouterAC (config-if) #ip ospf 1 area 1
RouterAC (config-if) #
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 |P OSPF command (cont.)

— Open Shortest Path First (OSPF)

* A routing protocol which uses a Shortest Path First (SPF) algorithm to identify
routers and networks within the same area

whereby the area can be set by the users setting up the
routers

— Protocol

e an established set of rules that determine how data is transmitted between different
devices in the same network. Standardized rules which essentially allow different
devices to communicate with each other
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Connecting 2 LANs =

e |IP OSPF command
— Note that the IP OSPF command has to be run for each interface of the router

— When in Interface Mode for Router AC’s Gig0/0 and Gig0/1 interfaces:

e Typeandenterip ospf 1 area 1 toenablethe OSPF protocol for the
interfaces

* j.e.the command will be entered twice for Router AC

o .
RouterAC (config-Af} #interface Gigl/1
RouterAC (config-\f) #ip ospf 1 area 1 }

u
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Connecting 2 LANs

IP OSPF command

— Add the use of the IP OSPF command should be done for the other router (Router ICT) as

well

When in Interface Mode for Router
ICT’s Gig0/0 and Gig0/1 interfaces:

Type and enter ip ospf 1 area 1
to enable the OSPF protocol for the
two interfaces

i.e. the command will be entered twice
for Router ICT

— and a total of 4 times for both
routers

RouterICT>en

Password:

RouterICT#conf t

Enter configuration commands, one per line.
RouterICT (config) #interface Gig0/1
RouterICT (config-if)#ip ospf 1 area 1
RouterICT (config-if) #interface Gig0/0
RouterICT (config-if) #ip ospf 1 area 1
RouterICT (config-if) #exit

RouterICT (config) #exit

RouterICT#
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Connecting 2 LANs

After OSPF has been set

— type and enter the show ip route command in Privileged Mode for RouterICT

— A new connection should now be included in the routing table

In the routing table information:
O means OSPF

C means connected

L means local

RouterICT#show ip route
e == = = = = ==

O 172.16.0.0/16 [110/2] wia 201.5.5.2, 00:00:33,
e T
Gidas = U

192.168.10.0/24 is variably subnetted, 2 subnetj
'@ 192.168.10.0/24 is directly connected,
GigabitEthernet(0/1
L 192.168.10.1/32 is directly connected,
GigabitEthernet0/1

201.5.5.0/24 is wvariably subnetted, 2 subnets, !
C 201.5.5.0/30 is directly connected, GigabitEf{
L 201.5.5.1/32 is directly connected, GigabitEf{

RouterICT#
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Connecting 2 LANs

* The 2 LANs are now connected successfully

— devices in LAN 1 can send and receive packets from LAN 2 through the two routers
» After setting IP addresses on the routers’ interfaces
* turning the interfaces status to up viathe no shutdown command

* enabling OSPF settings for the routers to update their routing tables

201550730

N e

o
i
29 291
Fiouter ICT Flouter AL
29
J
it

17216100716
192168100/ 24

e

Laptop-PT

Laptop5 SrarPT Accoun ts 3
erverh bs
5 2 e r 1] PC-PT
. FCFT Accounts 2

Server PT Account 1
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Connecting 2 LANs

* The 2 LANs are now connected successfully

Note: there are router commands for manually adding a network to a router’s
routing table, however, for our scope, we will utilize OSPF finding networks of
other connected routers in the same area

201550/30

B

e

2911 23
Router ICT Router AC

192,168,10.0/ 24 ; \

17216100 /16

eeeee
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Connecting 2 LANs
* Testing network connectivity:

— Use the ping command from a device Pryscal  Conbg _Desitop . Progamming  Atibutes
in LAN 2 :
— ping an IP address in LAN 1 (and vice _ e
. t Tr PC Command Line 1.0
versa) C:\>ping 1 168.10.15

=

ornmand Prompt

Pinging 192

time<lms
2 time<lims
time<lms

Ping statistics for
Packets:

Approximate
Minimum




Connecting 2 LANs

e Testing network connectivity:
— Alternatively, use the Add Simple PDU
option
— Click on the Add Simple PDU icon

— click on a source in LAN 1 and then
click on a source in LAN 2

hdd Simple POU (P}

Fg - AN 3
‘ PC-PT
g —% Accounts 3
o P8 PC-PT

PC-PT Accounts 2

ccount 1
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Connecting 2 LANs

e Testing network connectivity:
— using the Add Simple PDU option

— if the packet has been sent successfully,
from LAN 1 to LAN 2, then the Created
Packet Window (bottom right) will
indicate a Successful last status

Fire

Laszt Status Source

y—

D eztination Twpe Color

@ces&ful Socounl

T

T — T
Laptoph ICHP - D
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Connecting 2 LANs — Clear IP OSPF Settings =

* No router OSPF command
— allows user to reset OSPF settings previously made on the router

syntax:
no router ospf process id

— When in Global Configuration Mode
e Typeandenterno router ospf 1 toresetthe OSPF settings

e The process id should match the process ID used in the previously used ip ospf
command

 Thiscommand (no router ospf) can be used when necessary, for example if
the two routers have been set in two different areas (unintentionally) with the ip
ospf commands
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Reserved Private IP Addresses =

 The Internet Engineering Task Force (IETF) organization has reserved 3 IP address
ranges to be used on private networks

— 10.0.0.0 (for Class A)
— 172.16.0.0 (for Class B)
— 192.168.0.0 (for Class C)

As such, organizations may commonly use 192.168.0.0 Class C networks and 172.16.0.0
Class B networks, however, other Class A,B and C IP addresses can be used for private
networks
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Reserved Private IP Addresses =

 The 3 IP address ranges reserved and recommended for private networks:

— 10.0.0.0 to 10.255.255.255 (16,777,216 IP addresses) (for Class A)
— 172.16.0.0 to 172.31.255.255 (1,048,576 IP addresses) (for Class B)
— 192.168.0.0 to 192.168.255.255 (65,536 IP addresses) (for Class C)
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Reserved Private IP Addresses =
* Routers using reserved private IP addresses by default:
e Linksys routers use 192.168.1.1

* D-Link routers are set to 192.168.0.1

 Cisco routers use either

— 192.168.10.2
— 192.168.1.254 Note: these are simply
— or192.168.1.1 default settings which can

be changes in the routers
settings where necessary

e  SMC routers often use 192.168.2.1
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Router Modes

 User Mode
e Privileged Mode
e Global Configuration Mode

* Interface Mode

* Router Configuration Mode
* Line Mode

e Subinterface Mode

Uzer EXEC Commands - Router=

ping

show (limited)

enable

BT

Privileged EXEC Commands - Rowters

all User EXEC commands
debug commands

reload
configure
etc...

Global Confizuration Commands - Houter{configy#

hostname  enahle secret
ip route

interface E:ﬂ'l_el'nﬂ Interface {'mnmﬂll:l::_— Router{confiz-if)#
3*[‘“‘" ip address encapsulation
bri ipx address shutdown / no shutdown
efc... elc...

router  rip Routing Engine Commands - Rowter{config-router)#
ospf network auto-summary
grp Version et
L] (o )

linge viy Line Commands - Rowter{config-line)#
console PHF;EW“T'E' maodem commandds
etc... | login elic..




More Common Router CLI Commands

* The following link includes more common router commands (beyond the
commands we have covered above):

* https://www.netwrix.com/cisco commands cheat sheet.html

*Exercise: from a Packet Tracer router’s CLI: use (and know the use of) the
ping, speed, duplex and show interfaces commands
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